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Abstract. The volume of data stored in the public cloud is growing exponen-
tially. With this growth, the risk of data breaches and the challenges of data pro-
tection grow just as rapidly. As more organizations opt for using encryption to
protect their data in the cloud and in web services, the ability to efficiently search
over encrypted data becomes increasingly important.

Though numerous searchable encryption (SE) schemes have appeared in the litera-
ture, Efficiently Deployable & Efficiently Searchable Encryption (EDESE) is the most
popular SE scheme being deployed in practical applications at the expense of informa-
tion leakages that were considered acceptable. In this talk, we first look at single user
EDESE and multiuser EDESE schemes and their real-world deployments. We then re-
view some of the recent attacks to EDESE that can accurately recover the underlying
keywords of query tokens based on partially known documents and the L2 leakage.
Finally, we discuss possible means to counter such attacks.
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