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Abstract. It is widely accepted that blockchain is a disruptive technol-
ogy that reshapes the way of doing business in finance due to its de-
centralization, transparency and immutability. Blockchain can serve as
the backbone technique in various applications with its salient features.
However, these blockchain-based systems may still suffer from security
concerns. In this talk, we will discuss blockchain security, in terms of
its underlying primitives and built-on protocols. To be more specific,
we will talk about the privacy and regulation in blockchain-based cryp-
tocurrencies, the security concerns in blockchain-based e-voting and the
non-equivocation in blockchain systems. In each scenario, we will dis-
cuss the remaining problems of the existing works and present possible
solutions.

1 Introduction

Blockchain is a distributed database that records all the transactions in
the system. Blockchain can be used to achieve fully decentralized systems with
its consensus, incentive, transparency and immutability. Gartner, a leading re-
search and advisory company, forecasts that the business value generated by
blockchain will reach $176 billion by 2025 and $3.1 trillion by 2030, respec-
tively [2]. Blockchain has a spectrum of applications ranging from healthcare,
manufacture, transportation to IoT. However, there are still many things to do to
improve blockchain security. In this talk, we will introduce several cryptographic
primitives and protocols to enhance blockchain security and achieve blockchain-
based secure protocols. protocols. This talk is structured into three important
scenarios in blockchain and the corresponding security issues and potential so-
lutions.

Cryptocurrencies are among the successful applications of blockchain, with
growing attention and significant influence. The global crypto market capitaliza-
tion is $2.05 trillion US dollars (Sep 2022). Compared to the traditional trading
model in real life, which leak personal information, Bitcoin uses pseudonyms,
which is a random account rather than real-world identities, to conduct trans-
actions in the system so as to protect users’ privacy. However, it is proved that
the security level provided only by pseudonyms is far from satisfactory. These
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pseudonyms can be linked to real-world identities if enough transactions are
collected and analyzed [3]. Therefore, anonymous cryptocurrencies were pro-
posed to intensively protect transaction privacy and user anonymity based on
various of cryptographic tools, such as Zerocoin [4], Zerocash [5] and Mon-
ero [6]. Anonymous cryptocurrencies gain attention due to enhanced privacy
guarantee, however, this makes blockchain susceptible to abuse, security con-
cerns, and even cybercrimes. Besides, the governments are politically conserva-
tive about blockchain. For example, the decentralized payment company Rip-
ple (https://ripple.com/) was sustained a $700,000 fine by the U.S. Financial
Crimes Enforcement Network (FINCEN) because of inadequate regulation on
their transactions networks [7]. In Feb 2020, the Australian government released
National Blockchain Roadmap, with a special emphasis on blockchain security
and regualtion [8]. How to deal with the conflict user privacy and proper regula-
tion on malicious users is a tricky problem. In the first part of this talk, we intro-
duce a protocol to balance the anonymity and regulation in privacy-preserving
cryptocurrencies Monero [9,10]. Specifically, we provide two mechanisms to trace
the one-time key and long-term key of a malicious user, while still maintaining
the privacy of honest users.

Election is one of the most important measures to achieve democracy. How-
ever, traditional voting with a central election authority suffers from privacy
issues when ballots are tallied. With the salient nature of blockchain, it can ef-
fectively remove the central party who controls the system with privacy concerns.
Thus we proposed a blockchain-based self-tallying e-voting system [11, 12] with
no central authority to tally the votes. The voting results can be calculated and
released publicly after all the legitimate votes cast their ballots on blockchain.
However, the involvement of blockchain will bring new drawbacks in these self-
tallying voting systems, that are the fairness issues - the abortive issues and
adaptive issues [13, 14]. In the second part of the talk, we will demonstrate the
possible solutions to address the security and privacy concerns in blockchain-
based e-voting systems, and achieve a secure self-tallying e-voting system with
various implementation results [15].

Equivocation is to convey conflicting statements in a protocol, which is
a quite common problem and happens often in distributed systems, such as
double-spending in cryptocurrencies and issuing two certificates for one iden-
tity [16]. Therefore, non-equivocation is one of the fundamental requirements
in distributed systems. Existing literature to solve the equivocation problems is
based on trusted hardware or strong assumptions, which is not satisfactory in
real life. The public logs provide a breakthrough in addressing the equivocation
issues in distributed systems. However, all the existing solutions are to deal with
double-spending or double authentication [17, 18]. The solutions to tackle more
general type of equivocation are still missing in the literature. The third part of
this talk is to provide a contractual solution to handle generalized equivocation,
which also supports user-defined policies [19]. We will introduce a new cryp-
tographic primitive, the policy-authentication-preventing signatures, to support
our design and then introduce the integration with blockchain systems.
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